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Data Breach Crisis 

Simulation 
 

Purpose: 
- New York AICPA & CIMA Cybersecurity U.S. event 

- Specific CEO responses 

- Visualize threats 

- Specific challenges 

- Role of everyone 

- AICPA CRMP 

How should organizations respond to a catastrophic Cyber 

Attack? 
 



Go to slido.com 
event number #A602 
to answer questions 

http://www.slido.com/


Question 1: How well are we prepared? 



WELL PREPARED? 





Robert Pera – CEO of 

Ubiquiti: “I’ve been through  

stages of 

denial, disbelief,  

frustration”. (lost $46.7m 

staff did not told him 

about) 



John Legere – 

CEO T-Mobile 

USA: “I am  

incredibly  

angry about 

this data  

breach". 



Ramon Fonseca – 

Panama Papers: “The 

only crime that has 

been proven is the 

hack". 
That is the story. 



Dame Dido 

Harding – CEO of 

Talk Talk: “The 

awful truth  is 

that 

I don’t know“ when 

asked if customer 

data was 

encrypted. 



Congratulations: You are now on the board of 

ACME!! 



ACME company profile 

- Yearly Revenues: USD 50 million 
 
- Customer base: Primarily international 

(mainly from Europe) & some local 
 
- PLAN: Focus more on the U.S. thus we 

started a campaign last week called: 
“Customers trust us as we care!”. 
 





1. Nobody – this doesn’t look real 

2. CEO – the boss needs to know 

3. IT / MSP – were we breached? 

4. DPO – tell Data Privacy Officer 

5. Procurement – 3rd party breach 

6. Police – maybe they can help 

7. Other – Insurance or security… 

Question 2: Who do you inform first? 



Proof 

you don’t care 
Info on 

187 Customers 

A 2nd message “from Korea” 



1. Immediately 

2. In 24 hours 

3. In 48 hours 

4. In 72 hours 

5. Don’t inform. Keep quit. 

Question 3: When to tell customers? 



Communication complexities 

- GDPR, 72 hours after you became aware of a data 
breach 

- No or inaccurate reporting can lead to GDPR fines 

- Getting out your message too quickly can lead to 
inaccurate communication 

 



The Koreans are probably  
still in our systems. 

If only you had invested  
in GoldBullet Security. 

We can stop the hackers  
by disconnect for 5 days. 

Meanwhile: Update from IT department 



1. Disconnect systems from internet 

2. Forensics – what has happened? 

3. Remediation – close the breach 

4. Ask Insurer to confirm covered 

5. Brief the Board and set Budget 

6. Submit report to Regulators 

7. Implement Cybersecurity Risk Management Plan 

Question 4: What executive action to take? 



 

Your CRMP would include (amongst others): 

1. Compliance/evaluation of third party vendors 

2. Cyber risk assessment 

3. Inventory of sensitive data & physical 
environment 

4. and so forth… 

 

Cybersecurity Risk Management Program 



Review of supplier results 



Acme does not care about my 

safety AT ALL!!!! 

Because we care 
On Friday, Acme launched a 

great  new service to show 

customers  how we care 

Rumors are starting to circulate on social 

media!!! 





“Door stepped” by Journalists 

Do you care about customers? 

What are you doing to help them?  

What data did the Russians steal? 

What did celebrity Jandino say? 

How do you train your staff and  

help suppliers keep data safe? 

Did you invest in GoldenBullet?  

Where you negligent? 



1. Stop other comms, such as ad campaign 

2. Create web site with Q&A about breach 

3. Customer advice, eg how to prevent fraud 

4. Provide script (Call Centre & Social) 

5. Pre-brief employees about situation 

6. Identify advocates to speak for company 

7. Customer Compensation to go with apology 

Question 5: What communications are needed? 



1. Stop other comms 

2. Create web site 

3. Customer advice 

4. Provide script 

5. Pre-brief employees 

6. Identify advocates 

7. Customer Compensation 

How much time will you give it? 



Day 4 
Example call from a Client 

        I got your email. 

I just want to ask about your instruction to reset 

my password. 

Why do you need my maiden name and ID 

number? 

Now the phone starts ringing and ringing! 



“The breach is at your partner!” 

• Your data was stolen from a supplier. 

• The breach happened three months ago. 

• Data was then posted on a forum, two weeks ago. 

• A fifteen year old was trying to blackmail you. 

• Your systems were never compromised. 

Finally, some very good news! 



How likely you’ll be hacked?? You were not attacked by a Nation 



Your call centre survived, somehow… 



Your communications stayed on… 



You weren’t sued (yet)… 



You insurance wasn’t disputed (if you had one) 



Say GDPR – one more time! 



GIM Cybersecurity Risk Management Program 

1.Holistic approach involving all disciplines but especially 
executives! 

2.Based on the AICPA CRMP (NIST, COBIT, ISO amongst others) 
3.Proactive approach against cyber attacks 
4.Guide in creating and evaluating Cyber Security programs 
5.Assess controls, Identify gaps & develop a response plan 
6.Provide assurance on your Cyber Security program so you can 

provide confidence to your stakeholders & investors 
7.Report on Cybersecurity in the financial statements 





Questions? Need Help? 

Contact: Global International Management, LLC 
Rocher Cyrus CPA, CGMA – Managing Director 

Chuchubiweg 17, Willemstad Curacao 
+5999 5200270 
+5999 8440057 

rcyrus@globalintmanagent.com 
 

United States 
276 5th Avenue, Ste 704 - 3064, New York, 

NY10001 
+13024496498 

mailto:rcyrus@globalintmanagent.com

